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Scenario: Third-party NVA in the Hub Vnet inspecting traffic between AVS and Internet, and between
AVS and Azure VNets

On-Premises
Datacenter

| blocking 0.0.0.0/0 |
| from Azure |

Internet

Legend

< > Azure VMware Solution to/from On-premises

< Azure VMware Solution to Internet (outbound)

€ Internet (inbound) to Azure VMware Solution (L4/TCP/UDP)

Cmmmmmmen Internet (inbound) to Azure VMware Solution (L7/HTTP(s))
D-MSEE Dedicated Microsoft Enterprise Edge Routers

Traffic crossing MSEE or between MSEE and D-MSEE

D-MSEE

7 |
P I [L7/HTTP(s)
Edge Router @ €d_|- - - -~ : inbound
|
|
ExpressRoute : L4/TCP/UDP
Provider | | inbound
|
Internet | |
outbound :
|
,-\,L-._ A ExpressRoute Global Reach JRR—
ExpressRoute | g
Circuit WA —
: @ ExpressRoute Connection
D ExpressRoute |
Connection :
VA

{+D ExternalFW <> RouteServer < * >
Subnet
SSL eBGP
Termination S >
___________ A
K —1= Brarjch to
. GatewaySubnet InternalFW .\ Branch|Enabled
\_ iBGP /
) Hub Virtual Network
R v @ Peering
Azure Subnet ‘

Region 1

‘w

O —

Spoke Vet 1

---------------------------------------

m Private Cloud Region 1

Management Services
vCenter, NSX-T, HCX,
SRM, vRealize.

Address Block for Private

Cloud
X.X.X.X/[22

ExpressRoute Circuit

Tier-0 Gateway

Tier-1 Gateway

ESXi

Clusters v

VM VM

App Segment Web Segment

NSX-T @@

Services
DHCP/DNS
Port Mirroring
Load Balancing
Firewalling
Routing
Switching

' Azure VMware Solution




