bilain the system information and e rvice packvesion and compse with paliey
red] Ui ements.

2| Determine if the sefver is running the company-povisioned firewall

3|Determine if the server s running a company-provis loned antivirus progrmm.

4|Enzumre thatall appoved pailches are insblied per yourserver manage me mt policy.

5|:Zlata rmine if the sefer B running & comMpany-provis oned petch-manage me nt
olution,

6| Review and ve rify stafup information.

Detarmine what services arm enabed on the systeam and validate their necessity with
z|the system adminstalor. For necessary sefvices, feview and evaluale proced ures

for smsessing vulnsmbiiites associoted with hose senvices and kesping them

pate hed.,

Enzure thatonly appioved applicatons are installed on the system per your sener
managament folicy.

S|Ensume thatonly approved scheduled tas ks are unning.

Review and evaluste procedures for creating wer accounts and ensuring that
cocolnk are created only when there's a legtimate business need. Also eviewand
valuate processes foremurng thet accounts ame emoved or disablad in a timely

fas hion in the eve nlof termination or job change,

10

"l:naura thatall usems am ceated st the domain evel and clearly annotated in the
ctive diectory. Each user s hould frace b & specific employes or team.

12| Review and avaluste the we of groups, and detarmine the msiricthenass of thair
use

IE]Rwiaw and evalusie ithe strength of syslem pesswomrds.

14 Evaluate the e of pesswond contmk on the server, such a8 pessword aging,
langth, complexity, hislory, and lbckout policies.

Review and evalusis the we of user rights and secunty optione assigned 1o the

13 ke ments in the security policy setfings.

16 Revie'w and evaluate the e and need for mmote access, Including RAS
nreclions, FTP, Telnat, S5H, VPN, and other mathods

ITIE naumre thata egalwarning banner s d s played when connecting to the systam.

18|Look for and eva luate the use of shames on the host.

glEnsure that the server has auditing enablad per your polces or organization's
practices.

Review and evaluste system sdmineteior proced ures for moniboning the state of

0 acufty on the system

If you are auditing o leeger e nvionment (os opposed 1o one or Wwo Bobied systems ),
ate rmine whethar ihem B & standard bulld for new sysieme and whether that

bes eline has adequsie secunty setings. Consider auditing a syetem feesh ly creatad
fram the bassline.




